ObuiecTBeHHbIV coBeT npu 'Y MB/J, no Ceepanosckon ob1actv npeacTaBasieT BUAEOPOAUKN
"O npoTMBOAEICTBMM MOLLEHHMYeCTBY"

https://cloud.mail.ru/public/ptdo/VeqlgKBCg

https://cloud.mail.ru/public/8dRg/52MHeYUzb

https://www.youtube.com/watch?v=wbcTBghca30

NAMATKA NO NMPO®UNAKTUKE MOLUEHHUYECKUX OENCTBUNA

Kak He cTtaTb XXepTBamMu TenedOHHbIX MOLIEHHNYECTB:

[Mpwn TenedoHHOM 3BOHKE OT UMEHWN SAKOObI POACTBEHHUKOB U COOOLLIEHUM O
TPYy4QHOW CUTyauun cnegyeTt O3BOHUTBLCSA 4O POLHbIX U BNM3KMX, O KOTOPbIX
NOeT peydb, BbISSICHUTb NOAPOBHOCTM CryYMBLLETOCH, a HE NEPEBOAUTL N HE
OoTAaBaTb AEHbIM HE3HAKOMbIM MOOSAM;

[Mepe3BoHUTL (a Ny4ywe BCcero nogonTun) B noboe otaeneHue 6aHka, ot
MMEHN KOTOPOro NpuULLINO coobLueHne o npobremax obcnyxmBaHus No
pacyeTHOMY cyeTy/KapTe, N peLunTb BCe BO3HMKLLME BONPOoCkl. MOXHO Takke
NO3BOHUTb CBOUM BSIN3KNM, KOTOPbIE XOPOLLO pasbupatoTcsi B COBPEMEHHbIX
TEXHONOrnsX, pacckasaTtb O MNOCTYNUBLLUEM COOBLLEHNUN MU CIPOCUTL COBETA.
CnegyeT 3anoMHUTb: HM OAMH BaHK He ByaeT NpocuTb BnadenbLa KapThbl
coBepLuaTb Kakne-nmbo genctaems no tenieoHy nnu coodblaTtb PeKBU3UTDI
KapTbl;

He coobuiatb He3HaKoMbIM NIOASAM (Kak Npu FIMYHOM KOHTaKTe, Tak 1 Mo
TenedoHy Unn MHTEpPHeT-Nepenunucke) AaHHble o cebe, cBonX BNU3KKMX,
pPOACTBEHHMKAX, BAHKOBCKMX KapTax, TO eCTb byt KOHOMAEHUMANbHYIO
(NMnYRyo)MHPpOpMaLmIo;

He ocywecTtBnaTb npegonnarty 3a ToBap unmn obellaHHyto Boeinnaty (ycnyry),
NPOM3BOAUTL ONMaTy TOMLKO NPU X aKTUYECKOM MOSTyHEHUN.

CeTb VIHTEpHET, 9BNSASICb KPYNHENLUNM CPeaCcTBOM 0OMeHa UHgopMauunen, B
TO XXe BPeMs NopoxxaaeT CTPEMUTESbHBIN POCT MPECTYNIIEHUN, CBA3AHHbLIX C
MCnonb3oBaHMEM MHPOPMALUOHHBLIX TEXHOITOTUN.

Npu3Hakn molweHHU4YeCcTBa CO CTOPOHLI NOKynaTens Npu npoaaxax B
MUHTepHeTe:

. MokynaTenb He 0cobo nHTepecyeTca TOBapOM, ObICTPO 4EMOHCTPUPYET CBOE
XenaHue caenartb MoKynky U NnepexoauT K pasroBopy o crocobe onnartbl.

. MNokynaTenb NpocuT Bac Ha3BaTb MOMHbIE PEKBU3UTBLI KapTbl, BKNOYas
dhamunmio-nmsa natTmHuuen, cpok gencrtemna n CVC-koa. MNpu nomoum atmx
AaHHbIX OH caM JIerko CMOXET pacniaTuUTbCs Ballen Kapton B IHTepHeTe.

. MokynaTtenb NpocuT Bac COOBLUTL eMY pasfiMyHble KOObl, KOTOPble NPUaYT K
BaM Ha MOBUNbHLIN TenedoH, sikobbl HeobXxoanMble eMy N9 COBEPLUEHUS
nnarexa.

lNMpu3Hakn moleHHMYecTBa CO CTOPOHbI NpoAaBLua Npu NOKyrnkax B
MUHTepHeTe:


https://checklink.mail.ru/proxy?es=hxmiFUDfnl0LiaHoTOQCG0mT0%2FgnGni2Yz4NIqjHtmM%3D&egid=iRiEGAGcTZZtdgYVNlubEJbl4PT0bi2DW7vt2P7PkIY%3D&url=https%3A%2F%2Fclick.mail.ru%2Fredir%3Fu%3Dhttps%253A%252F%252Fcloud.mail.ru%252Fpublic%252Fptdo%252FVeq1gKBCg%26c%3Dswm%26r%3Dhttp%26o%3Dmail%26v%3D3%26s%3D0af2e02b501795cc&uidl=16387710971981814924&from=hcola16%40mail.ru&to=asmas%40inbox.ru&email=hcola16%40mail.ru
https://checklink.mail.ru/proxy?es=hxmiFUDfnl0LiaHoTOQCG0mT0%2FgnGni2Yz4NIqjHtmM%3D&egid=iRiEGAGcTZZtdgYVNlubEJbl4PT0bi2DW7vt2P7PkIY%3D&url=https%3A%2F%2Fclick.mail.ru%2Fredir%3Fu%3Dhttps%253A%252F%252Fcloud.mail.ru%252Fpublic%252F8dRg%252F52MHeYUzb%26c%3Dswm%26r%3Dhttp%26o%3Dmail%26v%3D3%26s%3D440b8c2f228499f5&uidl=16387710971981814924&from=hcola16%40mail.ru&to=asmas%40inbox.ru&email=hcola16%40mail.ru
https://www.youtube.com/watch?v=wbcTBqhca3Q
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. OTcyTCcTBYET agpec v TenedoH, Bce obLLieHne npeanaraeTcs BeCTU Yepes

SNEKTPOHHYIO MNOYTY UM NporpaMmmMbl 0O6MeHa MrHOBEHHbBIMU COOBLLEHUSMM.
OTcyTcTBYET pearnbHoe MMS NpoAaBLa, YenoBeK NPSYeTCs 3a K HUKOMY.
[MpoaaseL 3aperncTpmpoBaH Ha cepBuce HeaaBHO, 0O bABNEHME O Npoaaxe —
€VHCTBEeHHOEe ero coobLueHune.

O6bsiBneHne onybrnmnkoBaHoO ¢ owmnbKamm, CocTaBreHo HebpexHo, 6e3
3HaKOB NpenuHaHus, 3arnaBHbiMn GykBamu 1 T.4.

OtcyTtcTBYeT hOoTO TOBapa, NMMbo Xe NPUNoXeH CHUMOK U3 MIHTepHeTa (3To
MOXHO onpenenntb, UCNOSb3yst CEPBUCHI NOUCKa AyOBNNKaTOB KAapTUHOK).
Crnuvwkom HM3Kas LieHa ToBapa B CPaBHEHUWN C aHanoramn y gpyrnx
NpoAaBLOB.

. MpopaseL TpebyeT NOMHy NN YacTUYHYK Npegonnary (Hanpumep, B

KayecTBe rapaHTunn, 410 Bbl novgete noJjiydaTtb TOBAp Ha no4te C onnartoun
HanoXeHHbIM I'IJ'IaTe)KOM).

9. NpogaBeLl NpUHMMaET onnaTy TONbKO HAa @aHOHUMHbIE PEKBU3UTLI:
9NIEKTPOHHbIE KOLLENbKMX, MOMOSIHEHNE MOBUIbHOIO TenedoHa NUnNu Ha M4
Apyroro yernoseka (poACcTBEHHWKA, Apyra U T.4.).

Kak He cTaTb XXepTBOM UHTEPHET - MOLLEeHHUYecTBa:

CnepnyeTt BHUMATENBHO N3Y4nUTb MHPOPMaLUUIO MHTEPHET-CanTa, OT3bIBblI,
CpaBHUTb LiEHbI 3@ MHTepecyoLwmn ToBap. OTCyTCTBME MHOpMaLMN,
3anyTaHHasa cucTemMa noslydeHust ToBapa 3a4acTyto ABNSKTCSA NpU3Hakamm
MOLLIEHHNYECTBA;

[Monyy4nTb MakcMmym CBeAEHWNN O NpoAaBLe N MarasunHe: agpeca,
TenegoHbl, ICTOPUIO B COLManbHbIX CETSAX, HanMume cnyXxobbl 4OCTaBKM U T.1.
[encTByloline neranbHO MHTEPHET-Mara3mHbl UM PO3HUYHbIE NPoAaBLbl
pasMeLLaoT NOMHY MHpopMaumio 1 paboTatoT NO NPUHUMNY «onnarta
TOBapa nocne LOCTaBKUY;

Henb3sa coobuwaTtb (Nocbiiath Mo 3f1EKTPOHHOM NOYTE) MHOPMaLMI0 O CBOUX
NSacTUKOBbIX KapTaX. [MpecTynHUKM MOryT BOCMOSb30BaTbCH UX PEKBU3UTAMM
N NPOU3BECTU, HaNpUMep, pasnuUyHbIe MOKYMKN.

Buabl MOLWEHHUYECTB B CETAX COTOBOW U NMPOBOAHOWU CBA3U U B CETU
MUHTepHeT

1. MoLwleHHMYecTBa, CoBeEpLUAEMbIE C UCNOSb30BaHNEM MOBUIBHON U
NPOBOAHOWN CBA3M:

a) CoToBbIM 1 NpPOBOAHOWN TenedoH UCNOoMb3yeTCA Kak CpeaCcTBO nepeaaydn
rosioCoBOV MHCpopMaLMn, NoaBuAbl, TUMbI: «BaLl CbiH Nonan B aBapuio...»,
«Mama/nana y MeHsi npobremsl...», «3T0 13 baHka/cousalmTbl 1 Ap...».

6) CoToBbIV TENEdOH UcnonblyeTcs ansa nepegaydmn CMC ¢ noxxHom
nHopMaumen:«MamMa, KWHb MHE Ha 3TOT HOMep AeHer, NOTOM BCe
ob6bacHIO», «Balla KapTa 3abrnoknpoBaHa Nnogpo6HOCTM NO Ter..», «C BaLWero
cyeTa cnmncaHo 5000 pybnen, nogpoBHOCTU NO Ten...».

B) CoToBbIN TenedoH 1 Bawwe obbsBneHne B ceTn MHTepHeT(canT Avito)
NCNONb3YeTCs MOLEHHMKOM ANs NOofyyYeHns OT Bac AaHHbIX KapTbl U
NPUBA3KN KapTbl K MOOUNIbHOMY TenedOHY MOLLUEHHMKA:



«51 no Bawemy obbaBreHnto Ha Avito (0 npoagaxe, 0 caade B apeHay),
coobumTe MHe JaHHbIE C Ballen KapTbl U Kog Ha oBpaTHOM CTOPOHE S BaM
OTNPaBNio AEHbIN...»;

«H XO4Yy OTNPaBuTb AEHbIVM BaM Ha KapTy 3a ToBap Ha Avito, npegonnary 3a
apeHay, y Bac KapTa npmedasaHa K MObunbHOMY BaHKy, ecriv HeT, uauTe K
BGaHkomMaTy s Bac NPOMHCTPYKTUPYIO Kak MOAKMIOYNTL MOOUIbHBLIA BaHK».

[Mpw nonyyYeHnn coobLLEeHNsT HE HYXXHO Nnepe3BaHnBaTb Ha yKa3aHHbIe
Homepa. MoLueHHMKM MoryT noTpeboBaTth NepeaaTb AEHbIN Kypbepy,
NnepeyuncriuTb UxX Ha KapTy, HOMep MoBuIbHOro TenedoHa, NoMbITalTCS
Nnosly4nTb OT Bac cBefeHusi o Bawwen 6aHKOBCKOM KapTe, NpeasioXnTb NponTn
K 6aHKOMaTy 1 coBepLInTb Kakme-nmbo onepaumm y baHkomarta, nonpocaTt
CO0BLMTb KOAbI KOTOpble NpuxoaaT K Bam Ha TenedoH.

B cnyyae nony4veHus Bxogswero 3BoHka He06xoaMMo NpekpaTuTb pas3roBop,
paxe ecnu cobecegHnk BCensieT yBePEHHOCTb B CBOEN NpaBaMBOCTU.
MoLueHHMKM 0b6nagatoT NCMXONOrMYeckMMmn npueMamm BBe4eHus B
3abnyxageHue, nnbo obnagaT MHGOpPMaLUMen o NOTePNEBLLEM N €ro
6n3knx. AHanorn4Hble criy4am MOLLEHHUYECTBA BCTPEYaloTCs U B CETH
NHTepHeT, HO coobLueHmne o NoMoLLmM nepenaeTcs NocpeacTBoM coobueHns
B COLUManbLHOW CETU C NTOXHOW CTPaHULblI POACTBEHHMKA.

[Mpy coMHEHUM B NpaBaAMBOCTU MOSTYYEHHOW MH(pOpMaLnKM cregyeT
Nnepe3BOHUTb 6NM3KUM OT MMEHM KOro NpULLIIO coobLleHne, NO3BOHUTL B BaHK
Nno ykasaHHOMY Ha KapTe, nMnbo B goroBope TenedoHy, noceTntb bnumxanee
otaeneHune 6aHka. baHk HMKOrga He 3anpalwmBaeT No TeneoHy cBeaeHUs o
KapTe KNMeHTa: ee HoMep, Kod Ha obpaTHon ctopoHe, ®.1.0. Bnagenbua
KapTbl N CPOK e€ AencTBus, a Tem bonee nuH-kog. Ecnu cobecegHuk
NblTaeTcsa NOMy4YnTb OT Bac Takyto MHdopmaumto, MMbo NpocuUT coobLLNTL
KoAbl, KOTopble Npuwnn Ha Baw TenedoH ot 6aHka, NpekpaTute ¢ HUM
pasrosop.

["paxkgaHam, MMerLW MM nNpecTapenbiX POACTBEHHMKOB, COCeEAEN, 3HAKOMbIX,
Heob6XoaMMO pa3bACHUTb UM, Kakme cnocobbl MOLLEHHMYECTBA CYyLLECTBYHOT,
Kak BeCTun cebsi npy nonyyYyeHnm 3BOHKOB 1 COOOLLIEHNIA MOLLEHHNYECKOTO
Xapaktepa, a MMeHHO He BECTU AManorn ¢ MOLLEHHUKaMK, NpekpaTuTb
pa3roBop 1 NO3BOHUTb POACTBEHHMKaM. Ecnn noxunon yenoBek nony4vaet
NeHcuo Ha GaHKOBCKYIO KapTy, TO NPeasiIoKnTe CBOK MOMOLLb B CHATUN C
KapTbl AEHEXHbIX CPeACTB, MO0 NpeasnioXnTe poacTBEHHMKY NepeaaTb KapTy
Bam. Bo MHOrmx cnyyasax B xoge obueHns ¢ npectapenbiMun NioabMu
COOOBLLIHNKM MOLLEHHUKOB HAXOAATCS B PpanioHe NPOXMBaHUS MOXUITOro
yernoseka, nNMbo y ero goma, nogvesaa. Npun Nnony4yeHn MOLLEHHNYECKOTO
3BOHKa HEOBXOAMMO HEMEASIEHHO COOBLWMTL O AaHHOM dbakTe B MNOSIULNIO.

Ecnn npn moweHHnyecTBe, B xoae TenedOHHOro pasroBopa NpecTynHUKOM
Obina nonyyeHa nHpopmaumsi 0 6GaHKOBCKOW KapTe, TO He0BXoaANMMO
NO3BOHUTb

no TenedoHy ykazaHHOMY Ha KapTe 1 3abnoknpoBaTtb kapTy. B aeHb
COBEpPLUEHUSI MOLLEHHMYECTBA HEOBX0ANMO obpaTuTbCs B 6aHK C



3adBJ/ieHneM O BO3BpaTe AEeHEXHbIX CPeaCTB Ha KapTy, TaK Kak 6aHk 0ba3aH
BO3BpaTUTb AEHEXHble CcpeacTBa, ecrnun onepaunsd Obina ocrnopeHa
Bnagenbuem KapThbl B AEHb onepauunin.

[ns npegoTepaLleHns MOLWEHHMYECTB TakKe PeKOMeHOyeM He
pacnpocTpaHsaTb B ceTn VIHTepHeT cBeeHnst 0 MOBUIbHBLIX HOMepax C UX
NPUBA3KOW K aHKETHbIM AaHHbIM, HE YKa3blBaTb MOBUITbHbIE HOMEpPA Ha
coumarnbHbIX CTpaHULUax, B NogaBaeMbiX B CETU OOBbABNEHUSX HE yKa3blBaTb
pALOM C HOMepPOM COTOBOro TenedoHa Nva n amunuio, agpec xutenbcrTea
N OpYryto nn4yHyo nHpopmauuio. He ncnonbsosarts B cetn HTepHeT HoMepa
CBOMX MOBUNbHbIX TENEedOHOB, K KOTOPbIM NpuBs3aHbl 6aHKOBCKME KapTbl U
HOMepa MOBUIbHbIX TENEdOHOB, KOTOPbIE UCMONb3YIOTCA AN paboThl B
«MobunbHoM BaHkey.

[MocnenHee BpemMs nosiy4atroT pacnpocTpaHeHne MOLLEeHHUYeCTBa,
COBepLUEHHble B OTHOLLEHUN norib3oBaTternien cetn VIHTepHeT npogatoLmx
ToBapbl Ha canTax 6ecnnaTHbIX 06bABNeHWI. [1pogaBuy NocTynaeT 3BOHOK
AKoObI OT NnokynaTens. MoLwweHHVK No4 BUAOM rokynaTtensa cooblaeT, 4to
Xenaet npuobpecTn ToBap, HO NPOXMUBAET B APYroM ropoae v npeanaraet
onnaTuTb TOBap NyTem NnepeyncrieHna JeHexXHbIX CPeacTB Ha KapTy
npogasua. [Ina aToro oH NpocuT npoAasLua Ha3BaTb HOMEpP KapThl,
Bnagenbua KapTbl, CPOK JENCTBUSA KapTbl, KO4 Ha 06paTHOM CTOPOHE, a Tak
XXe COTOBbIN HOMEP, NPUBSA3aHHbIN K KapTe, MO0 NO YMOMNYaHUIO UCMOMNb3yeT
HOMep, yKa3aHHbI B 06baABneHnn. locne nonyyeHnst aTmx cBegeHun
MOLLIEHHUK UCMOSb3YeT JaHHbIe O KapTe AJS1s onnaTbl MOKYMNOK B CETH
NHTepHeT. [pyron BapmaHT, korga Ha TernedoH npoaasua noctynarT Kogbl
OT 6aHKa 1 MOLLEHHUK NPOCUT cooblaTtb nx Skobbl ANd nepeBoaa AeHer, B
9TOT MOMEHT MOLLEHHMK NOAKIMOYAET K TenedoHy notepnesLiero, imbo K
cBoeMy TenedoHy ycnyry «MobunbHbIn 6aHK» U NOXMLAaeT OEeHbIN C KapThbl.
TpeTuin BapuaHT, KOorga MOLLEHHVK, BbICTYNaLWMA B POSIN «MOKynaTens»
npegnaraeTt npoaasuy NPonTn K 6aHkomaTy 1, SKoObl Npon3Beasa HEKOTOpbIe
onepauun, NONyYnUTb OEHbIN, B TPEX YKa3aHHbIX CryYasax MOLUEHHUK
noxuLiaeT AeHexHble cpeacTea npoaasua.

r) CotoBbIN TenedoH UCNonb3yeTca MOLWEHHUKaMn ansa nepegaydn CMC
coobuieHnsa, coobuieHnin Yepes mecceHaxkepbl Viber, WhatsApp ¢
Bpe4OoHOCHOW MH(popMaLnen.

Tunbl coobLeHnin: «3aecb Hawwm ¢ Tobon goTo http:\\...», «BalL akakyHT,
cTpaHuua «BKoHTakTe» B3fiomaHsbl, npongute pernctpauuohttp:\\...»,

«Bbl BblUrpanu asTomobune, nogpobHoctn http:\\...” HoBbIN TN coobLieHun ¢
BP€OOHOCHOW CCbINKOMW:

«s1 Mo BaLleMy o6bABMNEHUIO, COrnacHbI N Bbl HA OOMEH Ha 3To
http:\\foto3.inc...»

[Mpy Nnony4yeHnn JaHHOIO COOBLEHUSA OTKAXKUTECH OT NPOXOXAEHMS NO
YKa3aHHOW CCbINKe W aKTUBaLMW NONYy4YEHHbIX CCbINOK. [10 BO3MOXHOCTM
npoBepbTe eCTb N B ceTu VIHTEPHET B MOMCKOBbLIX CUCTEMAX CBEAEHUS O



OaHHbIX CCbISTKax N BO3MOXHbIX MOLLEHHMYecTBax. CoobuwuTe
nonb3oBaTtensam cetn VIHTepHeT, YTo JaHHadA CCblfika MOLLeHHMYecKas!.
YpapanuTe ykazaHHOe coolLLeHne, ecnn yoexaeHbl, YTO OHO He HaHeCno Bpes,
Bawemy yctponcray.

BpenoHocHble NporpamMMbl CO34at0TCS M YCOBEPLUEHCTBYIOTCS MOLLIEHHUKAMM
perynspHo, u npu paboTe ¢ TernedoHom Bbl MoOXeTe CTONKHYTLCA C BUOOM
BPEOOHOCHbIX MporpaMM, KOTopble He TpebytoT Ballen akTMBHOCTU U
CaMOCTOSITENBHO MOFYT ObITb 3arpykeHbl Ha Balue MobunbHoe yCTpoNCTBO
yepes ysA3BMMOCTM ONnepaLMiOHHON CUCTEMBI.

B cny4yae 3apaxeHnst MOOUNBHOroO YyCTPOMCTBa pekoMeHayeM onpenenvtb
yrpo3bl 1 NOCreacTBMSA NoslydyeHnsa JocTyna xakepa K Bawemy mobunsHomy
YCTPOWCTBY.

[Mpr3Hakamu 3apaxxeHns MoOUNbHOro yCTpomMcTBa MOryT 6biTb BrIOKMpOBaHME
onepaunoHHOn cucTemsl, 6rioknpoBaHue Bxoaswmx CMC coobLieHni,
OTnpaBka UCKYCCTBEHHO CreHepUpPOBaHHbIX MOBUBHLIM YCTPOMCTBOM
CO0BLLEHNIN. 3apaXXeHHbIN MOBUNbHbLIN TenedoH crieayeT HeMeaeHHO
BbIKNIOUYNTL. CMM-KapTy NepeBbINyCTUTL Y onepaTtopa, a TenedoH COXpaHUTb
AN NocneayoLwero n3ydeHns nonmumnein, ecnm o110 CoOBEPLLEHO
MOLLIEHHNYEeCTBO, NMBO nepeaaTb B CEPBUCHBLIN LEHTP, ECNN OEHbIN
NOXMLLEHbl HEDOBLINW.

Ecnn kK gaHHOMY MOGUNbLHOMY YCTPONCTBY NMpuBsi3aHa 6aHKOBCKasA kapTa,
BGaHkoBCKMe ycnyrn Takne kak « MobunbHbIn 6aHk», « OHnanH baHky,
«MHTepHeT- 6aHK», TO HE06X0AMMO CPOYHO CBA3aTbCS C BaHKOM,
3abnoknpoBaTtb KapTy 1 NPUOCTaHOBUTL 0BCNYyXnBaHme no cyetam. Ecnm c
nomoLbio TenedoHa 3To He yaaeTca caenatb, To Heobxoanmo obpaTnTbCs B
bnvxanwee otaeneHne 6aHka. Ecnv mobunbHoe yCTPOMCTBO NUCMOMb3YyeTCs
AN OOCTyna K CTpaHuMuam B coumarnbHbIX CeTaX, TO HEOO6X0AMMO € Apyroro
yCTpoMCTBa NMBO KOMMbIOTEPA BLINTK B COLMArIbHYO CETb U CMEHUTD
npuBA3aHHbIN HOMep TenedoHa.

3apaxeHHoe MOBUbHOE YCTPOMCTBO TaK Xe ABNAETCS MCTOYHUKOM
pacnpocTpaHeHns BpeaOHOCHOW MHbopMaLMM NO KOHTaKTaM,
cogepxawmmcsa B TenedoHe. [1ns npeaoTBpaLleHnst paccbliikn Heob6xoanmo
yBEAOMUTb MakCUManbHOE KONMYECTBO 3HaKOMbIX 0 Bawen npobneme n o
BO3MOXXHO NpuxoasaLmx oT Baluero uMeHn BpeoHOCHbIX COOBLLIEHUSIX.

B cnyyae ecnu ¢ Bawero tenedoHa nnm 6aHKOBCKOW KapTbl MOXUTUNN
OEHEeXHble cpeacTsa HeobXoaAMMOo B leHb COBEPLUEHMUS XULLIEHNSA 0BpaTUTbLCS
B 6aHK c TpeboBaHMEM BEPHYTb OEHEXHbIE CpeacTBa, 3abrnokMpoBaTh Ball
CYeT, 3anpeTuTb NepeBo AEHEXHbIX CPeACTB C BalLero cyeta Ha gpyrue
cyeTa, NPUOCTaHOBUTbL OBCyXMBaHWe CHETOB Ha KOTOpble BbInn
nepeyuncneHbl Balwy AeHexHble cpeacTsa. [ocne nonyyeHnsa oteeTa oT
BaHka, C BbIMMCKOM MO cYeTy 00paTUTLCA B MONULMIO.

OﬂHI/IM N3 pacnpoCTpaHEHHbIX MOOUMNbHbLIX MOLLEHHUYECTB Takke ABNSeTCs
ncnosib3oBaHne p,y6nvn<aTa CUM-KapTbl AJ14 JOoCTyna K cucremam



ANCTaHUMOHHOIO ynpasneHnsa 6aHKoBCKMM cHeToM. [puaHakom
ncnonb3oBaHus aybnukata Bawen cum-kapTbl aBnseTcsa 6rnoknposaHme
AoCcTyna MobunbHom cBA3n. B aTom cnyyae Heobxoammo cpovHO obpaTUTbCS
K MOOMNbHOMY onepaTopy 1 NepeBbINyCTUTb CUM-KapTy. B cnydae
noaTBepPXXAeHns MOOUNbHBIM OnepaTopoM hakTa HECaHKLMOHMPOBAHHOM
3aMeHbl Bawen cum-kapTbl HEOBXOAMMO HanNucaTb NPETEH3NIO0 B COTOBYHO
KOMMNaHuIo 1 06paTnTbCsa B NONULMIO.

Mo>xHO nsbexaTb y4acTu XXepTBbl AaHHbIX MOLUEHHUYECTB, eCnun
cneagoBaThb creAyoLWUM peKoMeHAAUUAaAM:

[ns paboTbl ¢ 6aHKOBCKUMUK KapTamu, cuctemamm « MobunbHbIN GaHKy,

«BbaHk-oHnanHy, «MHTepHeT-6aHK» 1 Ap. UCNONb30BaTb OTAENbHOE
MOBUBHOE YCTPOMCTBO, HE NpefHa3Ha4YeHHoe A5l pa3roBOpoB U
pas3BneyeHuns B cetu VIHTepHeT;

He ykasbiBaTb HOMepa MOBUIbHbBIX YCTPONCTB, UCNOSIb3yeMbIX AN paboTbl C
BGaHKOBCKMMN KapTaMn U ANCTAHLMOHHOMO ynpaBfieHnsa 6aHKOBCKUM CHETOM,
KaK KOHTaKTHbIX B ceTu VIHTEpHET, B 0OBbABNEHNAX U HA CTpaHULax
couuarnbHbIX CETEN;

[Mprobpectn n yctaHOBMUTb Ha MOBUBHOE YCTPOMUCTBO JIMLEH3NOHHOE
aHTMBUPYCHOE nporpaMmmHoe obecneveHne n3 oguumanbHbIX NCTOYHUKOB;
YkasaTtb B gorosope ¢ 6aHkom, nmbo B MHon hopme cornacoBaTb ¢ 6aHKOM,
4YTO ynpaBrieHne 6aHKOBCKMM CYETOM M NMPOBEAEHMNE ONnepaLunm rno Kkapte
MOXET OCYLLECTBMATLCS TONbKO C OAHOr0 MOOUIBLHOIO YCTPONCTBA C OAHUM
IMEI, orpaHnunTb Kpyr onepaumin, yCTaHOBUTb NIUMWUT, KOTOPbIA MOXHO
nepeBoanTb C MOMOLLbIO MOBUITBHOrO YCTPOUCTBA;

3anpeTuTb NepeBo Bcero ob6bema AeHeXHbIX CPEACTB C KapThl, cHeTa.
MoweHHNYecTBa, coBepLluaeMblie B ceT UHTepHeT U ¢ NoOMOoLbIO CeTn
UHTepHeT:

a) MoweHHn4ecTBa npu npogaxe ToBapoB B ceTn VIHTepHeTno npegonnare
(pacnpocTtpaHeHHble BUAbI: Npodaxa Iphone, undpoBon, ObLITOBON TEXHUKM,
ogexnabl, 00yBn, aBTOMOOMNEN, aBTo3anyacTen);

6) I'Ionyquvle OT MHTEPHET Mara3nHa, rnpogaBua ToBapa, He
COOTBETCTBYHOLLEro 3adBJiEHHOMY.

PasButne gaHHbIX BUOOB MOLLEHHMYEeCTBa 0OYyCNOBNEHO YErIOBEYECKMMN
dakTopamu, TaKMMK, Kak KenaHne COKOHOMUTb, OTCYTCTBME BN3KO
pacnosioXXeHHbIX MarasuHOB C TaKUM TOBaApOM, NOSIHOe OTCYyTCTBUE
npeanoXeHun Ha pbiHke. OCHOBHbIMU NpMobpeTaeMbiMM TOBapamMun ABNSKOTCA
npeameTbl pocKoLWwK: goporas undpoBasa TEXHUKA, aBTOMOOUNK, LWY6bI,
6peHpoBble Bewm. NCKkntoYeHbl MONMHOCTLIO dakTbl NPUobpeTeHnss TOBapoB
nepBon HeobxoamMmocTu. XKenaHme CIKOHOMUTb NPUBOAUT 3a4acTylo K noTepe
BCEX EHEXHbIX CPEACTB, B CBA3M C YeM, NepBasi U OCHOBHasi pekoMeHaaums
- NpnobpeTaTb BELLM 3a UX pearnbHyt CTOMMOCTb U HE NCKaTb NPeasIOKEHNI
¢ 30-50% BbIrogomn, Tak Kak 3T0 NPOTMBOPEYNT B LLENIOM NPUHLMNAM PbIHKA,
NMBOo NpUcNaHHbIA ToBap OKaXXeTCs Noaaenkon, HemcnpasHbIM, NGO He
yOO0BeTBOPSKOLLMM 3arnpocam rnokynaTens.



He ctouT npnobpeTaTb TOBapbl B MHTEPHET-MarasvHax no3vuMOHUPYOLLUX
ceba Kak poccuncKkne, Ho MMeKoLLIMe CanTbl B JOMEHHbIX 30Hax com .org .biz
.net .info .tv .mobi.

Ocoboe BHMMaHWe cnenyeT yaenuTb 0T3biBaM B ceTU VIHTepHET K JaHHOMY
WHTepHeT-marasuHy, npogasuy. [NpoBepuTb korga 6bin co3gaH MarasuiH,
cant. CosgaH nv oH roa n bonee Hasag. Ecnv cant cywecTByeT MeHbLUe
Mecsua, TO CTOUT OTKasaTbCAa OT MNOKYMNKW. MOXHO NpoBepuUTb Hanuyne oguca
y Aa@HHOro MarasuHa, yaoCcToBepuTbCs B ceTn IHTEpHET, YTO Takon A0OM
CyLLleCcTBYyeT, MOCMOTPETb €ro Ha kapTe, (POTO-CHUMKaX, NaHopamax AHgekc,
[yrn. Y6eauTbcs, YTO Ha JOMe eCTb BblBECKA MarasuHa, nMMbo nverTcs
0doMCHble NoMeLLeHns. Ha CHMMKaXx Takke MOXHO y3HaTb Ha3BaHWs,
TenegoHbl 61IM3KO pacnonoXXeHHbIX OpraHn3auum, NO3BOHUTL UM U BbISICHUTb
AOCTOBEPHOCTb MHGOpMaLmMn. B MHTEpHET-CNpaBoYHNKaX HANTU TenedoHbI
afMUHUCTPaATOpa OPUCHOrO LIEHTpa, peceniieHa, yoeamTbecs, YTO Takou
MarasuH unu MHOMBMAYyanbHbIN NpeanpuHUMaTENb CyLLECTBYHOT U
OCYLLECTBMAT CBOK AEATENbHOCTb B AAaHHOM 34aHuK. [ony4yeHHyto
NHOopMaLMo cnegyeT UCMonb30BaTb NPU 0BLWEHMM MO TENEOHY C
coTpyaHukamun marasvHa. Ecnn marasmH unm npogasel, OTKasblBalOTCA
3BOHUTb N0 TeriedoHy 1 nNpegnaratoT gpyrne cnocobbl obLeHUs, Takme Kak
Viber, Skype, WhatsApp v gpyrue, nubo marasuH TenedoHa He NMmeeT,
cnegyet oTKasaTbCA OT NOKYNkW. B xoae obweHns no TeneoHy MOXHO
COOBLWNTL, YTO HAXOOUTECh B ropoae NpojasBua, MarasuHa v npeanoxure
3abpaTtb TOBap CaMOBbLIBO30OM M OMfaTUTb HaNUYHbIMK B odouce. B cnyyae
KaTeropu4yHoro otkasa crieqyeT OTka3aTbCsl OT MOKYIKU.

Mpu npuobpeTeHnn JOPOroCTOALLMX BELLEN, TaKMX Kak aBTOMOOWIb,
OOPOXHasa TEXHUKA, CTPOUTENbHbLIE MaTepuarnsl, pPeKOMeHAyeM NoTpaTuTb
OEeHbIM Ha Jopory Ao ropoda npojasua U yA0CTOBEPUTLCH B HAnNM4um
npogasua v ToBapa. Jinbo HanTu B ropoae Npogasua 3HaKOMbIX M NONPOCUTb
NX NMPOBEPUTL OOCTOBEPHOCTbL npeanoxeHnd B cetun IHTepHeT. Ecnu xe
Takon BO3MOXHOCTU HET, TO ONfaTuTb yCnyru topucTa, coTpyaHuka
aBTOOMpPMbI, 3aHMMaOLLENCA B ropoe npoaasLia npoLaXeun U CKYrnkon aBTo
1 32 CUMBOJIMYECKYIO NNaTy NpeanoXmnts eMy BCTPETUTLCH C NPOAABLOM U
OCMOTPETb aBTO N AOKYMEHTbI. ITO KacaeTcs 1 npnobpeTeHus
cTporMMartepuanoB 1 MeTanna — obpaTutech K ycnyram topucta B ropoge
npogasua. JTtobble npucnaHHele Bam no NHTepHeTy hoTorpadum, ckaHbl
[OKYMEHTOB Y aBTOMOOMMIS MOLLUEHHUKN C NErKOCTbIO NOAAENbIBAOT.

B HacTosiLee BpeMsa 60MbLUNMHCTBO MHTEPHET Mara3nHoB paboTato no 100 %
npegonnare, Npu cobnogeHnn ykazaHHbIX PEKOMEHOALNN MOXHO COBEPLUNTD
YOAYHYIO NOKYIKY.

HactoatenbHO pekomeHayeM He OCYLLEeCTBNATL «Crienble» MOKYMKu B
coumanbHbIX ceTax. AOMUHUCTPaALNSA coumanbHbIX ceTen UCKIYnia
pasgenbl 06bABNEHMI C CalTOB N HE HECET OTBETCTBEHHOCTDL 3a
coBepLUaemMble C UCMNosib30BaHMEM CETU OEeUCTBUSA Nofb3oBaTenemn.



B cnyyae HeoGxoanMMOCTV NpMoGpecTy ToBap Yepes colmnarnbHy CeTb
Heobxoanmo TwaTenbHO NPOBEPUTL NpoaaBLa, 06s13aTeNbHO CBA3aTLCSH C
HMM No TenedoHy, paccnpocuTb NOAPOGHOCTM O ToBape, NnoTpeboBaTthb
doTorpacdmm ToBapa B AeTansx, npeasioxkuTb OTNPaBUTbL TOBap KypbepCKon
CNy>X001 1 HanoXeHHbIM MraTexXoM, 06roBopuUTb BO3MOXHOCTb BO3BpaTa
ToBapa, BO3MOXHOCTb CaMOBbIBO3A.

[MpoBepUTb OT3bIBbl U OCTABfIEHHbLIE KOMMEHTaPUKM B FPYNne 1 Ha cTpaHuue
npogasua. Ecnv HeckonbKo Nonb3oBaTenen ceTn pasmeLlaroT CnoLb
xBarniebHble OT3bIBbl U1 pEKOMEHLALNKN, TO CTOUT NPOCMOTPETL CTPAHULbI 3TUX
nonb3oBaTenen, He ABMSATCS NN OHU «(PENKOBBLIMWUY, €CTb JIN Y HUX Ha
cTpaHuuax nuyHble gotorpadumn, 6onbLIOe KONNMYECTBO ApYy3en. [JaHHYo
MHGOPMaLINIO MOXXHO NPOCMOTPETL N Ha CTpaHuue npogasua. CTpaHuua
npogasua AosmkHa ObITb aKTUBHOW, HA HEW PErynsipHO AOSMKHbI pa3MeLLaTbCa
nun4yHble potorpadum, 06HOBNATLCS anbOOMBbI, JOMKHbI BbITb CBEOEHMUS O
MecTe y4ebbl 1 paboThl, a B APY3bsX OOIMKHbI BbITb «KUBbIE» U aKTUBHbIE
nonb3oBatenn. MOXXHO yTOYHUTb, FAe HaxoAuTCs NpoAaBeL, B KAKOM ropoae,
npeanoxuTb 3abpaTb ToBap AKOObI BallMM 3HAKOMbIM, HaXO4ALWMMCS B
AaHHOM ropoje v oueHUTb peakuuto npogasua. Ecnn B ceTu Bbl 0bLlaeTech C
MarasuHoMm, To NoTpebynTe coobLMNTL CanuT MarasmHa B ceTn VIHTepHeT,
topuanyecknin n paktnyeckmnin agpec. MNMpm ntodboM COMHEHUM OTKaXKUTECH OT
npuobpeTeHns Toeapa co 100% npegonnaTon Yyepes coumnarnbHyo CeTb.

LLInpokoe pacnpocTpaHeHue B ceTu VIHTepHeT Takke npuobpeTtatoT
MOLLEHHMYECTBa C NPUBEYEeHNEM CPeACTB NoNnb3oBaTenen ans ux
NPUYMHOXEHMS1 B PUHAHCOBbLIX NMpaMuaax, koonepaTueax,
MUKPOPMHAHCOBbLIX OpraHM3aumsx, bupxax, 6yKMekepcKknx KOHTopax, pbiHKax
3MEKTPOHHbIX BantoT. MpaBooxpaHUTENbHbIE OpraHbl HACTOATENBHO
pPEKOMEHAYOT He BCTynaTb B Kakme- Nnbo OTHOLLEHUS C TakuMu
opraHusauusMmn 1 nuuamu, npeanararoLiMm Takme yeryru, Tak kak MHorve
KOMMNaHWN N MHTEPHET calTbl AaHHbIX KOMMNaHUA HaXoOATCs 3a pyoeXxom,
opraHusauumn paboTatoT No 3akoHaM ApPYrMx rocyaapcTs, MO0 U3Ha4YanbHO
MOLLEHHMYECKNE, N BEPHYTb 3aTpayeHHble Ha JaHHble NPOEKTbl AeHbM
NpaKTU4YEeCKN HEBO3MOXKHO.

B) CanTbl «noaaesikny, a Tak e (OULLMHIOBbIE CanThl.

[aHHbIN BUO MOLLEHHNYECTBA npeanonaraeT, YTo XXepTBa nocynTaeT canT
3HaKoMbIM 1 NpuobpeTeT Ha HEM ToBap, ycnyry, MMbo ykaxeT JaHHble CBOEW
GaHKOBCKOM KapThl.

EonHcTBEHHON pekomeHaaumen MoXeT ObiTb NposBNeEHNE BHUMATESTIbHOCTH.
Heobxoaumo obpaTtuTb BHMMaHWe Ha afpeCcHylo CTPOKY canTa, Ha3BaHue
caunTta, ecTb i1 Kakne-nmbo gobaBoYHbIE CUMBOSIbI UMW HA3BaHUSA B agpeCcHOm
CTPOKe, pacnosioXXeH fnn canT B JOMEHHOW 30He «ru». CKonnpoBaTb Ha3BaHme
canTa u3 agpecHOM CTPOKM 1 NPOBEPUTb B MOUCKOBOM cucteme. He ctout
A0BepsATb canTam, UMeKL MM B Ha3BaHUN 3HaKOMble CoBa, HO
pacnosioXXeHHble B AOMEHHbIX 30HaxX .com .org .biz .net .info .tv .mobi n
APYrnx He CBA3aHHbIX C POCCUMCKUM MHTEPHET NPOCTPAHCTBOM.



HeogHokpaTHO NpoBepbTE CcanThl B pa3aenax KoTopbix, NfiaHUpyeTe ykasaTtb
AaHHble 0 CBOeW DaHKOBCKOW KapTe, No gaTe co3gaHua canta, no tenedoHam
yKa3aHHbIM Ha caunTe, Mo OT3blBaM B ceTU VIHTEepHET, cneayeT YyTOYHUTb HEeT
NN canTa B pasnuyHbix 6nek nuctax cetn IHTepHeT. NoMHUTE, MOLLIEHHUKY
A0CTaTOMHO HOMepa KapTbl U Kofa Ha obpaTHoun cTtopoHe KapTbl (CVV kog,
COCTOSILLIMIA U3 YeTbIpex LUmMdp) Ans NoKynok 1 onsiatbl YCIyr B CETU
NHTepHeT. [lpyrne gaHHble, TO, Kak CPOK AENCTBUA KapTbl, OH MOXET
nogobpatb, a ums 1 hammnuio BnagensLa y3HaTb OT Bac nNnbo n3 cetu
MHTEepHET C BalIMX NIMYHbIX CTPAHWULL.

Ecnn Bbl cTanu XXepTBOM Takoro canmta u 3aMeTunn 3To nocrie npoBeaeHus
onepaummn, NOKynku, 3abrnokmpynte kapTy n obpatntecb B 6aHK B A€Hb
npoBeaeHnst onepaunmn ang e€ oTMEHbI U BO3BpaTe AEHEXHbIX CPeacTB.

[Mpn nokynke aBua, Xenes3HoAoPOXKHbIX OUNEeTOB He ULNTE OYeHb AeLleBble
BuneTbl Ha COMHUTENbHbLIX canTax, TeM 6onee pacnosIOXKEHHbIX B JOMEHHbIX
30Hax .com .org .biz .net .info .tv .mobi . [locTynHble no ueHe 6unetobl
XenaTtenbHO NpuobpeTtaTb Ha ouLUNanbHbIX canTax KOMMNaHURN-
nepeBo34YMKOB



