MUHUCTEPCTBO OBPA3OBAHUS I HAYKU
POCCUMCKOW ®EJEPALIMN
[TMCBMO ort 14 mas 2018 romga Ne 08-1184

NuadopMmanmnoHHas NaMATKA I 00y4Yaronuxcs AJis
pasMelneHusa Ha opunuaabHbIX UHTEpHeT-pecypcax

C KaxXZIbIM rogOM MOJIOJAEKHU B HUHTEPpHETE CTAaHOBHUTHCA 6OJIbHIe, a IMIKOJIBHUKHW OJHHU N3
CaMbIX aKTHBHBIX II0JIb30BaTesel PYHeTa. Me;my TEM, IIOMHMO OIPOMHOI'0O KOJIMYECTBA
BOSMO)KHOCTeﬁ, HHTEPHET HECET U l'[pO6J'IeMI>I. dTa IamaTKa AOJI2KHa IIOMOYb Tebe
6e30IacHO HaXOAUTHCA B CETU.

KoMmnbproTepHbie BUPYCHI:

KoMmnbioTepHBIN BUPYC - 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX IIPOrPaMM, OTJIMYUTEIbHON
0cODOEHHOCTHI0 KOTOPOU fABJIAETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO. B /I0N0IHeHNEe K 3TOMY,
BUPYCHl MOTYT TMOBPEJUTh WJIM IIOJHOCTHIO YHUYTOXKUTHh Bce (aljibl U JIAHHBIE,
MIO/IKOHTPOJIPHBIE TI0JIb30BATEN0, OT HMEHH KOTOpPOTO ObLIa 3amylleHa 3apaKéHHas
IIpOrpaMMa, a Tak>Ke MOBPEJUTH WU Jlarke YHUUTOXKUTH ONIEPAlHIOHHYI0 CUCTEMY CO BCEeMU
daiiyiamu B niesioMm. B G0JIBIIMHCTBE CcTyyaeB paclpOCTPAHAIOTCS BUPYChI YEPE3 UHTEPHET.

MeToabI 3alIIUTHI OT BPEAOHOCHBIX ITPOrpaMM:

1. Mcnosp3yil coBpeMeHHBbIE OIEpPAIMOHHBIE CHUCTEMbBI, UMEIOINE CEPLE3HBI YPOBEHD
3aIUTHI OT BPEJOHOCHBIX IIPOTPAMM;

2. IlocrossHHO ycraHaBiauBak madTH (MUQPOBBIE 3aIUIATKH, KOTOPbIE ABTOMATHYECKH
yCTaHABJIMBAKOTCA C IeJbl0 JOpabTKM IIPOTpaMMbI) U JAPyrue OOHOBJIEHUS CBOEH
omeparuoHHOU cucreMbl. CKauMBal UX TOJIBKO ¢ OQUIIMATBLHOTO caiita paspaborunka OC.
Ecu cyiecTByeT peskUM aBTOMaTHUYECKOTO OOHOBJIEHHS, BKJIIOUH €T0;

3. Paborait Ha cBoeM KOMIIBIOTEPE TO/I IPaBaMHU MOJIb30BaTENIs, a HEe aJIMUHUCTPATOpa. ITO
HE TI03BOJIUT OOJIBIIIMHCTBY BPEAOHOCHBIX IIPOrPaMM HHCTAJLIMPOBAThCS Ha TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEPE;

4. Vcnonb3yi aHTUBHUPYCHBIE ITPOTPAMMHBIE HPOAYKTHI M3BECTHBIX ITPOU3BOJIUTENEH, C
aBTOMAaTHUYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpaanub GU3UYECKUH 0CTYyH K KOMIOBIOTEPY /18 IOCTOPOHHUX JIUIT;

6. lcnonp3yil BHeNIHUE HOCUTEIN UH(OpMAIuY, Takue Kak duienka, JUck win ¢aitn us
WHTEPHETA, TOJIbKO U3 PO epeHHbIX NUCTOYHUKOB;

7. He oTKpbIBall KOMIIbIOTEPHBIE (DA, TOJyUYeHHbIEe U3 HEHA/IEXKHBIX NCTOUHUKOB. Jlaxke
Te ¢ailspl, KOTOpble MPUCIAJ TBOM 3HAKOMBIN. Jlydllle yTOUHU y HEro, OTIPABJSA] JIU OH
Tebe ux.

Cerun WI-FI:

Wi-Fi - 3T0 He BuJ Ilepefaun JaHHbBIX, HE TEXHOJIOTHs, a BCETO JIUIIb OpeHy |, MapKa. Eie B
1991 roy HUAEPJIaH/cKasi KOMIaHus 3aperucrpuposayia operg « WECA», yTo 0603HaUaIo




cioBocouyetanue «Wireless Fidelity», koropbelii mepeBoguTcsi Kak «bOecmpoBOmHAas
TOYHOCTB».

Jlo Hamero BpeMeHHM JloluIa Jpyrasg abOpeBuaTypa, KOTOpas sBJISETCA TaKOU ke
TexHosioruel. Ato abbpeuarypa «Wi-Fi». Takoe HazBaHHWe OBLIO JJAHO C HAMEKOM Ha
CTaHZAPT BBICIIMU 3ByKOBoW TexHuku Hi-Fi, uro B mepeBo/ie O3HA4YaeT «BBICOKAs
TOYHOCTB>.

Jla, OecrutaTHBI WHTEPHET-ZIOCTYN B Kade, OTeNIsIX M a’pomopTax SIBJISAETCS OTIUYHOU
BO3MO>KHOCTBIO BBIXO/Ia B MHTEPHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, UTO OOIIENOCTyITHBIE
Wi-Fi cetu He ABIAI0TCH 0€30IaCHBIMHU.

CoBeThlI MO 0€30IMacHOCTH padoTe B 00IIeAOCTYIIHbIX ceTax Wi-fi:

1. He nepenaBaii cBoio JimuHyI0 HHopMaIuio uepes ooieoctymabie Wi-Fi cern. Paboras
B HUX, >KeJIaTeJIbHO He BBOJIUTH APOJIU JIOCTYIIA, JIOTUHBI U KAKHEe-TO HOMEPA;

2. Wcnonb3yl 1 OOHOBJISIM aHTHUBHPYCHBIE MporpaMMbl M OpaHamayep. TeM caMbIM ThbI
obe3omacuiib ceds 0T 3aKaYKH BUPYca Ha TBOE YCTPOKCTBO;

3. Ilpu wucnonp3oBanum Wi-Fi orxmoun ¢yskmuo «OOmui mgoctyn kK ¢daitam u
npuHTepam». JlaHHass GYHKIUSA 3aKphITa [0 YMOJYAHUIO, OJHAKO HEKOTOpbIE
II0JIb30BATEH AKTUBUPYIOT €€ /IS yI0OCTBA UCIIOIb30BaHUsA B paboTe Ui yuebe;

4. He ucnonws3yit nyosuunbii WI-FI g1 mepemadm JIMYHBIX JIAHHBIX, HAIIPUMEDP IS
BBIX0/]a B COIJMAJIbHbIE CETU WJIU B SJIEKTPOHHYIO IOYTY;

5. lmosb3y# TOIbKO 3armuineHHoe coequHenne uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BebO-azipeca BBOAM UMeHHO «https://»;

6. B moOmiipHOM Testedone oTrimoun ¢yHkiuio «Ilogkmouenue k Wi-Fi aBTomaTruecku ».
He nomyckail aBTOMaTHYeCcKOro MOAKJIIOYEHHsA ycTpouicTBa K ceTssm Wi-Fi 6e3 TBoero
corjacus.

ConuajibHbIE CEeTH:

ConpaspHble CeTU aKTUBHO BXOJSAT B HAIIY JKU3Hb, MHOTHE JIIOJIM PA0OTAIOT U KUBYT TaM
IIOCTOSTHHO, a B Facebook y»ke 3aperucrpupoBaH MUWLIHAP/ YEIOBEK, UTO SABJISETCH OTHOU
ceIbMOU BCeX JKUTesel IIaHeThl. MHOTHE II0JIb30BaTe M He IOHUMAIOT, YTO HH(popManus,
pasMellleHHass UMHU B COI[UAIBHBIX CETAX, MOXKeT OBITh Haii/ieHa W HCIOJIb30BaHA KeM
YyTOHO, B TOM YHCJIe He 003aTeJIbHO ¢ 0JIaruMu HaMepeHUsIMU.

OcHOBHBIE COBETHI IO 0€30MaACHOCTH B COoIlMaAJIbHbIX CEeTAX:

1. OrpaHUYb CIIMCOK Apy3ei. Y TeOs B IPY3bAX HE MOJIKHO OBITh CAyYaHHbBIX M HE3HAKOMBIX
JIIOZIEH;

2. 3auuian cBOI0 YacTHYIO KU3Hb. He ykassiBall maposiu, TesedoHBbl, ajipeca, aTy TBOETO
POXKJEeHUA U JAPYIYI JUYHYI0 HHQMOPMAIUIO. 3J0YMBIIUIEHHUKA MOTYT HCIIOJIb30BAaTh
Jlavke NH(POPMAIIUIO O TOM, KaK Thl ¥ TBOU POJUTEJIN IJIAHUPYeTe IPOBECTU KAHUKYJIbI;

3. 3amuinan CBOIO permyTaIuio - ep:KU ee B YHCTOTe U 3a/1aBail cebe BOIIPOC: XOTes OBl ThI,
4TOOBI JIpyTHE MMOJIb30BATENIN BUEIH, UYTO ThHI 3arpy:Kaelib? [logymai, mpex/ie 9eM 9TO-TO
OIy0JINKOBATh, HAITMCATh U 3aTPY3UTh;




4. Ecsii ThI TOBOPUIIB C JIIOJIBMU, KOTOPBIX He 3Haelllb, He UCII0JIb3YH CBOE peaslbHOe UM U
ZIPYTYIO TUYHYI0 UHPOPMAIU: UM, MECTO KUTEIbCTBA, MECTO yIeObl U IIpoUee;

5. M36eraii pasmennenus ¢pororpaduii B IHTepHETE, T/Ie ThI N300pakKeH Ha MECTHOCTH, I10
KOTOPOU MOXKHO OIPEAEIUTh TBOE MECTOIIOI0KEHHUE;

6. HpI/I perucrpanyiu B COHPIaJIbHOfI CEeTHu HeO6XO,ILI/IMO HCIIOJIb30BaTh CJIOXKHBIE ITAPOJIH,
COCTOAIIIMUE 13 6}7KB u I_II/I(I)p 1 C KOJIMYECTBOM 3HAKOB HE MeHeEe 8;

7. JI7iA COIMasIbHON CETH, IMOYTHhI M JPYTUX CAHTOB HEOOXOIMMO HCIIOJIb30BaTh pPa3HbIe
naposin. Torzma eciu TebGs B3JIOMAIOT, TO 3JIOYMBIIUIEHHHUKHU IOJIyYaT JIOCTYII TOJBKO K
OZTHOMY MECTY, a He BO BCeE Cpaay.

dJIEeKTPOHHBIE 1€HbI'N:

DJIeKTPOHHBIE JIEHPIM — 3TO OUYEHb YZOOHBIN crocob IuIaTeXkei, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbI€ XOTAT MOJIyYUThb 3TU I€HbIU.

JJIeKTPOHHBIE JIEHBI'M IIOSBUJINCh COBCEM HENAaBHO M MMEHHO H3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOp He MPOIHCAHO PO HUX B 3aKOHAX.

B Poccuu ke 0OHM QYHKITMOHUPYIOT U O HUX Y2Ke IIPOIKCAHO B 3aKOHe, /i€ UX Pa3/esdIoT Ha
HECKOJIBKO BUJIOB - aHOHUMHbIE U HE aHOHUMHBIE. Pa3HUIla B TOM, YTO aHOHHUMHBIE - 3TO
Te, B KOTOPBIX pa3peliaeTcs MPOBOIUTE onepanuu 6e3 naeHTudUKaINU I0JI30BaTeNs, a B
HEaHOHUMHBIX UIeHTU(DUKAIINHY IT0JIb30BATEIA ABJIsAETCA 003aTETbHOM.

Taxke cienyeT pasjnyarh SJIEKTPOHHBIE (UaTHBIE JAeHbIU (PaBHBI TOCYAAPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(pHUaTHBIE IeHbI'U (He PaBHBI TOCY/IaPCTBEHHBIM BaJIIOTaM).

OcHoBHBIE COBeThI IO O0e30macHOU padore ¢ 3JIEKTPOHHBIMU
JE€HbTraMM:

1. [IpuBsku K c4yeTy MOOWJIBHBIA TesiepOH. DTO caMbIil y/IOOHBIA U OBICTPBINA CIOCOO
BOCCTAaHOBUTH JOCTYyH K cdeTy. [IpuBs3aHHbIA TeaedoH MOMOKeET, ecyin 3a0y/ienib CBOMU
IIaTEXKHBIU apoJIb WU 3al/Ielllb HAa CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcnosp3yit offHOpa3oBhie maposu. [locsie mepexoza Ha YCUJIEHHYIO aBTOPHU3AIHNIO Tebe
yKe He OyZieT yrpo’KaTh OMaCHOCTh KPaykKy WJIU IepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu cioxxHBIN maposib. [IpecTtynmHukaM OyIET He MIPOCTO YTaiaTh CJIOKHBIN MapoJIb.
HapnexxHble Taposii — 3TO MapoJiv, KOTOPbIe co/iep:KaT He MeHee 8 3HAKOB U BKJIIOYAIOT B
cebsi CTpOUHBIE U IPOIUCHBIE OYKBBI, IIUMPHI U HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HAK
nosnapa, pyHTa, BOCKIUIATeIbHBIN 3HaK U T.I. Hanmpumep, StROng!;;

4. He BBOJAU CBOU JIMYHbBIE JaHHBIE HA caﬁTax, KOTOPBIM HE J0BEPAECHIb.
dJIeKTPOHHAaA MoYTa:

DJIeKTPOHHASA MOUYTa — 3TO TEXHOJIOTHSA U IPEJIOCTaBJIsIEMbIe €10 YCIIYTU 10 TePeChIKE U
MIOJIyYEeHHIO 3JIEKTPOHHBIX COOOIIEHUN, KOTOPble pacupeiesiAioTcd B KOMIIBIOTEPHOU CeTH.
OOBIYHO  3JIEKTPOHHBIA  TOUYTOBBIA AWK  BBITJISAAUT  CAEAyIOIUM  obpa3om:
VMs_II0JIb30BaTeIA@UMsA_JIoMeHa. Tak:ke KpoMe mepefayud IIPOCTOTO TeKCTa, UMeeTcCs
BO3MOKHOCTH Ilepe/iaBaTh (Haibl.




OcCHOBHBIE COBETHI IT0 0€30MacHOU padoTe C 3JIEKTPOHHOU IOYUTOM:

1. Hajo BpIOpaTh MpaBUWIIBHBIM MOYTOBBIN cepBHUC. B MHTepHETE eCTh OTPOMHBLIN BBIOOD
OecIIaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO JIydllle JOBEPATh TE€M, KOTO 3HAeIllb U KTO
IIEPBBIN B PEUTHHTE;

2. He ykaspIBall B JIMYHOU IOUTe JIMYHYyI0 uH@opmanuoo. Hampumep, jydine BbIOpaTh
«MY3BbIKAJIbHBIN_(PaHAT@» WIN «POK2013» BMeCTO «TeMal3»;

3. Mcnonp3yii IByXoTallHYI0 aBTOPU3AIUI0. JTO KOTZa MOMHMO IapoJisi HYKHO BBOJIUTH
KOJI, IpUChLIIaeMbli 10 SMS;

4. BpiOepu CIOKHBIA TapoJib. JIJId Ka)kAOTO IOYTOBOTO SIMUKA JIOJDKEH OBITH CBOM
HaJIe>KHBIN, YCTOMYUBBIN K B3JIOMY HApOJIb;

5. Ecin ecTb BO3MOXKHOCTh HAIKCATh CaMOMY CBOU JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MO>KHOCTB;

6. Hcrosnb3yil HECKOJbKO IIOYTOBBIX AIIUKOB. [lepBBIM /11 YAaCTHOU IIepemucKu ¢
aZipecaTamMy, KOTOPBIM ThI JOBepsellb. DTO 3JIEKTPOHHBIN a/ipec He HAaJI0 UCIOJIb30BaTh
IIpU perucrpanuu Ha GopyMax U canlTax;

7. He oTkpbiBall ailibl U ApyTHeE BJIOKEHUSA B IIMChMaX JlaXKe €CJIM OHU MPUIILIN OT TBOUX
Zipy3eii. JIydiie yTouHH y HUX, OTIIPABJISAJIN JIU OHU TeOe 3TU Pamibl;

8. ITocsie okoHYaHUsA pabOTHI HA ITIOYTOBOM CEPBHUCE Iepe/l 3aKPHITHUEM BKJIAJIKU C CAUTOM
He 3a0y/1b Ha’KaTh Ha « BRIUTH».

Ku6epOy/ILIMHT WU BUPTYAJIbHOE U3/I€BaTEIHLCTBO:

KubepOystiHT — mpeciiesioBaHue COOOIEHUAMH, COJIEPIKAIIUMU OCKOPOJIEHUsI, arPeCCHUIo,
3allyTUBaHUe; XYJIMTAHCTBO; COIMAJIbHOE OOHKOTHPOBAHHWE C IIOMOIIBIO PA3THUHBIX
UHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 0OpHOE ¢ KNOEepOyYIIMHIOM:

1. He 6pocaiics B 601. JIyumuii ciocob: MOCOBETOBAThCA KaK ceOst BECTH U, €CJTU HET TOTO, K
KOMY MOXXHO OOpaTuTbCs, TO BHAyaje YCIOKOUThCA. EcCiM Thl HayHeNIb OTBEYaTh
OCKOpOJIEHUSIMH Ha OCKOPOJIEHUSI, TO TOJIBKO €eIlle O0JIbIIe Pa30KIKeIb KOH(MJIUKT;

2. YopasJiiail cBoei KubeppemnyTanuen;

3. AHOHUMHOCTb B CeTHM MHHMasl. CYIIIeCTBYIOT CII0COOBI BbIACHHUTDb, KTO CTOHUT 34
AHOHHMHBIM aKKayHTOM;

4. He crout BectH XyJUTaHCKUU 00pa3 BUPTyaJIbHOU KU3HHU. MIHTepHET QUKCHUPYeT Bce
TBOM JIEUCTBUS U COXPAHSAET UX. YIAIUTh UX Oy/leT KpalHe 3aTPYAHUTETHHO;

5. CobJtro/1alt CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. rHopupyt equHUYHBIN HeraTuB. OZJHOPa30Bble OCKOPOUTEJIbHBIE COODIIEHU JIydlle
UrHOpUPOBaTh. OOBIYHO arpeccusi IIPeKpaIaeTcs Ha Ha4aJIbHOU CTa/INY;




7. baH arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMH COOOIIEHUSIMHU, B COIIHATbHBIX
CETAX eCTh BO3MOYKHOCTh OJIOKUPOBKH OTIIPABKU COODIIEHUH C OITPe/IeIEHHBIX aJ[PECOB;

8. Ewm ThI cBuzgerens KkKubepOysutmHra. TBOM  JeWCTBHA: BBICTYIIUTH IIPOTHB
Ipecyie0BaTesls, IOKa3aTh EMY, UTO €ro JIENCTBUS OIeHWBAIOTCSA HETATUBHO, IOJJIEP:KATh
JKEPTBY, KOTOPOM HYy’KHA IICHXOJIOTUYECKAs IIOMOIINb, COOOIIUTH B3POCIABIM O (akTe
arpecCUBHOTO TIOBEJIEHUS B CETH.

MooOuabHbIN TeJIedOH:

CoBpeMeHHbIe cMapTHOHBI U IUIAHIIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIIBIM (QYHKIIMOHAI,
U Terepb OHU MOTYT KOHKYPUPOBATh CO CTAIlMOHAPHBIMH KOMITbIOTepamMu. OJIHAKO, CPEICTB
3aIUTHI JJIA TOAOOHBIX YCTPOUCTB IIOKA OUEeHb Masio. TecTUpOBaHUE U MOUCK YA3BUMOCTEHN
B HUX IIPOUCXOJUT HE TaK UHTEHCUBHO, Kak Jyid I1K, To ke camoe kacaeTcsi 1 MOOUJIBHBIX
MIPUIOKEHUH.

CoBpeMeHHbIe MOOWJIbHBIE Opay3epshl y:Ke MPAKTUYECKU JOTHAIN HACTOJIbHBIE aHAJIOTH,
O/IHAKO pacmmpeHre (QyHKIHOHAIA BjeueT 3a cOOOU OOJIBIIYIO CJIOKHOCTh W MEHBIIIYIO
3aIUIIEHHOCTD.

Jlaneko He Bce IPOU3BOAUTENN BBIIYCKAIOT OOHOBJIEHHS, 3aKPBIBAIOIINE KPUTHUYECKUE
YAA3BUMOCTH JJI1s1 CBOUX YCTPOMCTB.

OcHoOBHBIE COBETHI /IJif 6€30IaCHOCTH MOOMJIBHOTO TesiedoHa:

1. Huuero He siBisieTcs mo-HacTosIeMy OecriaTHBIM. Bysib oCcTOpOKeH, BeZlb Korja Tede
IIpeIaraT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IIJIATHBIE YCIIYTH;

2. Jlyma#i, mpex/ie uemM oTupaButh SMS, ¢oTo uu Bujieo. Thl TOUHO 3HAEIb, e OHU Oy/IyT
B KOHEYHOM HTOTre?

3. HeoO6xoarMo 0OHOBJIATE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
4. Vicniosp3yil aHTUBUPYCHbBIE IPOTPAMMBI /1711 MOOUJIBHBIX TeJIe()OHOB;

5. He 3arpykaii puoKeHUs OT HEU3BECTHOTO MCTOUYHHUKA, BEJIb OHU MOTYT COJIep:KaTh
BPEZIOHOCHOE IMPOrPaMMHOe 0becrieueHue;

6. Ilocie TOoro Kak Thl BBIWJENIb C caiiTa, T/le BBOAWI JUYHYIO MHGOpMAIMIO, 3aliu B
HacTpoUKH Opaysepa u yzaimm cookies;

7. [lepuoguuecku IpoBepAX Kakue IJIaTHbIe YCJIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. laBaii cBO¥l HOMeP MOOMJIBHOTO TejiehOHA TOTBKO JIFOSAM, KOTOPBIX Thl 3HAEIIb U KOMY
JlOBepsielllb;

9. Bluetooth mosken ObITH BBIKJTIOUEH, KOT/Ia Thl UM He IoJIb3yellibesi. He 3a0bIBait mHOT/AA
IIPOBEPSATH 3TO.

Online urpser:

CoBpeMeHHbIE OHJIAWH-UTPBI - H5TO KpPacouyHble, 3axXBaThIBAIOIUE Pa3BJIeUeHUs],
00beUHSAIONINE COTHU THICSY YEeJIOBEK IO BCceEMy MUPY. MTpOKH HCCIIeAyIOT JaHHBIA UM
MUp, OOIAIOTCA APYT C JAPYTOM, BBITIOJHSAIOT 33JaHUsS, CPAKAIOTCA C MOHCTPpAMH U




MIOJIyJaIOT OIBIT. 32 Y/I0BOJIbCTBUE OHU ILJIATAT: MOKYIIAIOT JUCK, OIJIAYUBAIOT aOOHEMEHT
WJIN IPUOOPETAIOT KaKue-TO OIMIINH.

Bce aTH cpezcTBa MAYT HA MOJJIEPKAHIE U PA3BUTHE UTPHI, a TAK)KE Ha caMy 6€30I1acHOCTb:
COBEPIIIEHCTBYIOTCA CHCTEMBI ABTOPU3AIMM, BBIIIYCKAIOTCA HOBBle mMmaTyu (mudpoBbie
3aIUIATKU /IS IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX Urpax CTOUT OIlaCcaTbCA HE CTOJIBKO CBOUX COIIEPHHUKOB, CKOJIBKO KPpaXXH TBOETO
ImapoJid, Ha KOTOPOM OCHOBaHa CHMCTEMA aBTOpHU3allu1 0OJIBIIMHCTBA urp.

OcHOBHBIE COBETHI IO 0€30IMaCHOCTH TBOETO HI'PpOBOIo aKKayHTa:

1. Ecsti ipyroit urpok BezeT cebs II0X0 MU CO37aeT TeOe HEMPUATHOCTH, 3a0JIOKUPYU ero
B CITUCKE UTPOKOB,;

2. [Toxkasmy¥ica aJIMUHUCTPATOPaM UTPHI Ha IIJIOXOE MOBEIEHHE STOTO UTPOKA, KeJIaTETbHO
MIPUIOKUTH KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB,

3. He ykaspiBail TuuHy10 nHGOpPMAIHIO B Tpodaiisie urpsel;
4. YBaXKail Ipyrux y4acCTHUKOB II0 UTPE;

5. He ycranaBiuBaui HeoduliuaabHble IATYU U MOJIbI;

6. Mlciosib3yi CJI03KHBIE U pa3HbIe MTapOJIN;

7. Jaxke BO BpeMs WUIpbl He CTOUT OTKJIOUATh aHTUBHUpyC. Iloka Thl urpaemb, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

POUIIMHT NN Kpaxa INIYHbIX JaHHbIX:

OOBIYHOM KpaXkel JIeHer U JOKYMEHTOB CETrOIHsA yKe HUKOTO He YAUBHUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJIEHHUKH IIePEMECTIINCh B HUHTEPHET, W IPOJOJIKAIOT
3aHUMATHCA «JIIOOMMBIM» JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIIEHHHYECTBA WJIM (DUIIUHT, IJIaBHAsA I€JTb
KOTOPOTO COCTOUT B IOJIyUeHUU KOH(PUAEHITUATHHBIX TAHHBIX M0JIh30BaTeIEd — JIOTHHOB
u napoJsieit. Ha anriumiickom a3bike phishing unraercs kak ¢umunr (ot fishing — pribnas
JIOBJISA, password — mapoJib).

OcHOBHBIE COBETHI 110 60pPHOE ¢ PUITHUHTOM:

1. Cireziu 3a CBOUM aKKayHTOM. Eciiu ThI ITOZ[03peBaeliib, YTO TBOSI aHKeTa ObLla B3JIOMaHa,
TO HE0OX0AUMO 3a6JI0KMPOBATh €€ M COODIUTH AAMHHHCTPATOpaM pecypca 006 3TOM Kak
MOKHO CKOpEe;

2. Vcnosnb3yl Oe3omacHble BeO-CaliThl, B TOM YHCJIe, UHTEPHET-MAara3uHOB U MOMCKOBBIX
CUCTEM;

3. Ucnosnp3yll ciokHble U pa3Hble Maposu. Takum obpas3oMm, eciu TeOsA B3JIOMAIOT, TO
3JIOYMBIIIUIEHHUKHU TOJIy4aT JIOCTYIl TOJIBKO K OHOMY TBOeMY NPOQUIIIO B CETH, a He KO
BCEM;




4. Eciu Tebsi B3sIOMasIM, TO HEOOXOAMMO IPEAYIIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTODbIE
Jlo0aByIeHBI Y TEOSA B APY3bsSIX, O TOM, UTO TeOS B3JIOMAJIM M, BO3MOYKHO, OT TBOETO NUMEHH
OyZeT pacchLIaThCA ClIaM M CCHLJIKH Ha (PUITMHTOBHIE CAUTHI;

5. YcraHoBH HajieskHbIN 11apostb (PIN) Ha MOOMIbHBIN TeledOH;
6. OTKIIIOUM cOXpaHEeHHUe MapoJis B Opaysepe;

7. He oTKpbIBail (aiiipl ¥ IPyTrue BIOKEHUSA B MUChMAaX JIaKe €CIU OHU IIPUIILIN OT TBOUX
Zpy3ei. Jlydiile yTOUYHH y HUX, OTIIPABJISLIIN JIU OHHU Tebe 3TH (pariiibl.

IIndpoBasa pernmyranusa:

[udpoBas pemyranus - 3TO HeraTUBHas WX MO3UTHUBHasA WH@OpMaIus B ceTH o Tebe.
Komnpomerupytomaa wuHdopManus pasMelleHHass B WHTEPHETE MOXeT Cepbe3HBIM
oOpa3oM OTpasWTbCs HAa TBOEW peaysbHOU ku3HU. «IludpoBas permyranus» - 3TO TBOU
VMUK, KOTOPBIX (popmMupyeTcs n3 nHGOpManuu o Tebe B HHTEPHETE.

TBOE MecCTO JKUTEIBCTBA, yueObl, TBOe (GUHAHCOBOE IOJIOXKEHNE, 0CODEHHOCTU XapaKTepa U
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIJIUBAETCS B CETH.

MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IyOJIMKAIUU JIMYHOW HHQOpManum B
HHTepHETE, HE TOHUMAsI BO3MOXKHBIX IOCJIE€/ICTBUU. ThI 1ake HE CMOXKEIIb JIOTaaThCA O
TOM, 4TO oTorpadus, pa3MelleHHas 5 JeT Ha3a]l, cTajla MPUYNHON OTKa3a MPUHATH Te0s
Ha pabory.

KomMmenTapuu, pa3dMmenienue TBoux ¢ororpaduil U ipyrue AeUCTBUA MOTYT He UCUE3HYTh
Jlake TOCJIe TOTO, KaK Thl UX yAAJIUIIb. Thl HE 3Haelllb, KTO COXpPAaHWI 3Ty WH(pOpPMAIHIO,
IoIajia JIu OHA B IIOMCKOBBIE CUCTEMBI U COXPaHUJIACh JIU OHA, a IJIaBHOE: UYTO MOAYMAIoT O
Tebe OKpYIKaIoIIlee JIIOIU, KOTOPble HAUAYT U YBUAAT 3T0. Haiitn mHpOpMaIuio MHOTO JIeT
CIyCTSI CMOXKET JII00O0H - Kak U3 JIOOPBIX MOOYKEHUH, TaK U ¢ HAMEPEHUEM MPUYUHUTH
BpeJl. 9TO MOXKET OBITh KTO yTOTHO.

OcHOBHBIE COBETHI IO 3alUTe UPPOBOH penmyTanuu:

1. ITogymaii, mpexkje 4YeM UYTO-TO HyOJMKOBaTh U IlepenaBaTh y ceOs B OJiore Win B
COIMAJIbHOM CETH;

2. B HacTpolikax npoduisa ycTaHOBU OTPaHUYEHUs HA MPOCMOTP TBOero Npoduis U ero
COJIEP’KUMOTO, CZieJIall eT0 TOJIBKO «JJIf APYy3ei»;

3. He pazmemaii 1 He ykaspiBall MHGOPMAIHIO, KOTOPas MOXKET KOro-JInb0 OCKOPOJIATH
TN OOMKATh.

ABTOpCKOE 1IpaBo:

CoBpeMeHHbI€ IIKOJIbHUKH - aKTUBHBIE T10JIb30BaTeN U(PPOBOTO MpocTpaHcTBa. OHAKO
JlAJIeKO He Bce 3HAIOT, YTO IOJIb30BaHWE MHOTUMH BO3MOXKHOCTAMHU IM(GPOBOTO MHUpa
TpebyeT cobJII0/IeHNs TPaB Ha UHTEJIEKTYyaJIbHYI0 COOCTBEHHOCTbD.

TepMHUH «UHTEUIEKTyaJIbHAsI COOCTBEHHOCTh» OTHOCUTCA K Pa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HauWHasi C HOBBIX H300peTeHWH W 3HAKOB, O0003HAYAIOIIUX
COOCTBEHHOCTh HA TMPOAYKTHI U YCIAYTd , U 3aKaHYWBasg KHUTaMU, ¢oTorpadusamu,
KUHO(DUIBMAaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.




ABTOpCKHE TIpaBa - 5TO MpaBa HA HHTEJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOW3BEJIEHUSA
HAyKH, JJUTEPATyPhbl U UCKyCCTBa. ABTOPCKHE MPaBa BBICTYIIAIOT B KAYECTBE FaPAaHTUU TOTO,
YTO HHTEJIJIEKTyaJIbHBIM/TBOPUECKUI TpyZ aBTopa He OyAeT HaNpacHbIM, AAacT eMy
CIpaBej/IiBble BO3MOXKHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOEro TpyZa, IMOJYy4YUTh
M3BECTHOCTH U Mpu3HaHue. HukTo 6e3 paspelieHns aBTopa HE MOKET BOCIIPOU3BOJIUTH €T0O
IPOU3BEJIEHNE, pacIpoCTpPaHATb, yOJIUIHO JIEMOHCTPUPOBATH, IIPO/IaBAaTh,
MMIIOPTUPOBATh, IyCKaTh B IIPOKAT, MyOJWYHO UCIOJHATH, MOKA3bIBAaTh/HUCHOJHATH B
sdupe wim pa3MmeiaTtsh B IHTepHeTe.

Vcnonp30BaHNe «ITUPATCKOTO» IIPOTPAMMHOrO O0eclieueHusl MOXKET MIPUBECTU K MHOTUM
pUCKaM: OT MOTEPHU JIAHHBIX K TBOMM aKKayHTaM J0 OJIOKHUPOBKH TBOETO yCTPOMCTBA, T7e
YCTAaHOBJIEHHBIU He JierajbHas mporpamMma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JlerajbHble U OecIyIaTHbIe IPOTPAMMbI, KOTOPBIE MOXKHO HAUTH B CETH.

O nopraJie:

CereBUYOK.p( - TBOU TIJIaBHBIM COBETUMK B CETU. 3Jlechb Thl MOXKeEIIb Y3HAaThb O
0e30macHOCTH B CEeTH TOHATHBIM M JIOCTYIHBIM S3BIKOM, a IIpU BO3HHUKHOBEHUH
KPUTHYECKOHN CUTYalli OOPATUTHCS 32 COBETOM. A TaKKe MPUHATH YYaCTHE B KOHKYPCAX U
CTaTh CAaMbIM IIU(POBBIM IPAKAAHUHOM!
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